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Introduction

This is the hardware user guide for the Secure AVR® BLE loT Node field engagement board, based on
the ATtiny1617, a high performance tinyAVR® 8-bit Microcontroller. The board is a hardware platform to
address the loT markets.

Secure AVR BLE IoT Node incorporates ATtiny1617 microcontroller, RN4871 Bluetooth® 4.2 Low Energy
full certified Module, and CryptoAuthenticationm device ATECC508A, and 3-axis accelerometer with
temperature sensor to demonstrate a complete solution for a typical IoT end node.

Supported by the Atmel START and Atmel Studio development platform. It is provided with fully
documented software and hardware which will significantly reduce design complexity and the time-to-
market.

The users can refer to the source code and firmware user guide available at Atmel START http://
start.atmel.com/.

Features

»  Bluetooth connectivity through the RN4871 Bluetooth 4.2 Low Energy full certified Module
* Node authentication by onboard ATECC508A

» LED indicators for operational status

«  QTouch® Button

*  3-axis accelerometer with integrated temperature sensor

* USB or CR2032 coin cell powered

*  Programming via single-wire UPDI
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Prerequisites

*  Hardware
- Secure AVR® BLE loT Node Field Engagement Board
—  One Micro-USB Type-B cable or CR2032 Coin Cell
— Atmel-ICE

*  Software
—  Atmel Studio 7
— Secure AVR BLE loT Node firmware
— Secure AVR BLE IoT Node APP

* General
— Mobile phone with Bluetooth function

© 2017 Microchip Technology Inc. User Guide DS50002653A-page 3
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Overview

System Overview

The board carries the RN4871 BLE module which provides a complete solution to implement Bluetooth
4.2 Low Energy connectivity, the crypto authentication device ATECC508A provides highly secure
hardware-based key storage, a 3-axis accelerometer with integrated temperature sensor. The LEDs and
the touch button function as the board user interface.

© 2017 Microchip Technology Inc. User Guide DS50002653A-page 4
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Figure 2-1. Overview of the Secure AVR BLE loT Node Board

RN4871 BLE Module Touch Button 3-axis BLE FW Filter USB Power

Accelerometer Update Header
A W K

LEDs Crypto  Microcontroller UPDI Header Battery Power 5y to 3v3
ATECCS508A  ATtiny1617 Power selection LDO

2.2 Block Diagram
Figure 2-2. Block Diagram of the Secure AVR BLE loT Node Board
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Secure AVR BLE loT Node demonstrates an loT Node together with the associated firmware and mobile
phone application. It provide a complete solution on how to securely establish communication between a

Node and Mobile phone, and read the sensor data via Bluetooth.
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Operation Guide

As shown in the block diagram above, the Secure AVR BLE loT Node field engagement board is powered
using a CR2032 coin cell or USB. An LDO regulates the 5V USB voltage to 3.3V. A jumper is used to
select the power supply to the entire system. After power is ON, the field engagement board goes
through the initialization phase where the MCU'’s internal system, RN4871 BLE Module, and sensor are
initialized. When the BLE module is in the broadcasting state the BLE indicator blinks once per 3
seconds. Run the "Secured AVR BLE loT Node" application to find and connect to the nearby Secure
AVR BLE IoT Node. The application is available on both iOS and Android "

When the connection is established between the BLE Module and mobile phone, the BLE LED starts to
blink twice per 1.5 seconds. After this node is authenticated using the ATECC508A CryptoAuthentication
module the user can navigate to different Android or iOS App screens to check the sensor values. If the
active Secure AVR BLE IoT Node is disconnected from the Android or iOS App, the kit enters low power
mode. For the list of app screens supported, refer to the Getting Started Guide in the enclosed package.

© 2017 Microchip Technology Inc. User Guide DS50002653A-page 6
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Hardware Details

Microcontroller

ATtiny1617 is an 8-bit tinyAVR microcontroller with 16KB Flash, 2KB SRAM, and 256B of EEPROM in a

14-, 20-, and 24-pin package.

The microcontroller uses the latest technologies from Microchip with a flexible and low-power architecture
including Event System and SleepWalking, accurate analog features, and advanced peripherals.
Capacitive touch interfaces with proximity sensing and driven shield are supported with the integrated

QTouch Peripheral Touch Controller.

Figure 3-1. Schematic for the Microcontroller
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Microchip’s RN4871 Bluetooth Low Energy Module is a fully-certified Bluetooth Smart module offering
Bluetooth 4.2 connectivity in compact form factor. The host ATtiny1617 MCU uses ASCIlI commands over
UART to control and exchange data with the RN4871 BLE module.
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Figure 3-2. Schematic for the BLE Module
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The P1_6 Pin (UART RX Indication) of the module is used to wake the module from low power mode,
switching from running at 32kHz to 16MHz clock and enables the UART. The P1_6 pin must be pulled low
and the user needs to wait for at least five milliseconds before sending the data.

The P2_0 pin of the module is used to select the working mode, application mode, or test mode. By
default, it is pulled high internally to select the application mode. It can be pulled low using the 1x2
connector J201, which is a 2.54mm pitch surface mount header, if you need to update the firmware or
change EEPROM settings. The jumper position on the connector should be connected as shown in the
table below.

Table 3-1. BLE Module Working Mode Select Jumper Position
1-2 Test Mode
= Application Mode

For detailed information about how to update the firmware and configure the RN4871 BLE module, refer
to the RN4871 BLE Module Default Firmware section.

Table 3-2. Pin Map for the BLE Module

Signal Name MCU pin

PA1_UART_TXD PA1
PA2_UART_RXD PA2
PB4_BLE_RX_IND PB4
PB5_RESET PB5

Security and Authentication

In the board, the authentication is handled by the Microchip ATECC508A CryptoAuthentication device.
This device is used for authentication of the node. ATECC508A employs ultra-secure hardware-based
cryptographic key storage and cryptographic countermeasures which are more secure than software-
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based key storage. The ATECC508A device provides certificates to ATtiny1617 MCU through a Two-Wire
interface (TWI).

For more information about the security and authentication, refer to the Secure AVR BLE IoT Node
Software User Guide.

Figure 3-3. Schematic for the Crypto ATECC508A
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Table 3-3. Pin Map for the Crypto ATECC508A

Signal Name MCU Pin

PBO_TWI_SCL PBO
PB1_TWI_SDA PB1

3-axis Accelerometer

A BMAZ250E triaxial acceleration sensor from Bosch Sensortec provides acceleration data in three
perpendicular axes to ATtiny1617 MCU through a Two-Wire interface (TWI). The integrated temperature
sensor is used for estimation of the ambient temperature. In addition, it provides two interrupt pins; INT1
and INT2.

Figure 3-4. Schematic for the Triaxial Acceleration Sensor
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Table 3-4. Pin Map for the 3-axis Accelerometer

Signal Name

MCU Pin

PBO_TWI_SCL PBO
PB1_TWI_SDA PB1
PA6_Triaxial _INT1 PA6
PB6_Triaxial INT2 PB6

User Guide DS50002653A-page 9
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Power Supply

As shown in the figure below, the board is supplied with +5V from either the Micro-USB interface with
ESD protection or +3V from a CR2032 coin cell. The applied LDO can source out 250mA @ 3.3V system
power. The 1x3 connector is 2.54mm pitch surface mount header and used to select power source. The
jumper position on the connector should be connected per the table below.

Figure 3-5. Power Supply for the System
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Table 3-5. Power Select Jumper Position

1-2 CR2032 coin cell as power supply
3-2 USB as power supply regulated to 3.3V

User Interface

Touch Button

The Peripheral Touch Controller (PTC) acquires signals in order to detect touch on capacitive sensors.
The external capacitive touch sensor is formed on the PCB, and the sensor electrodes are connected to
the analog front end of the PTC through the 1/O pins in the device. The PTC supports both self-
capacitance and mutual-capacitance sensors.

On the board, the touch button is designed to work in the self-capacitance mode, the PTC requires only
one pin (Y-line) for the touch sensor. The diameter of the sensor electrodes is 12 millimeter, which is
similar to a finger. The 1kQ series resistor is helpful to prevent ESD damage to the design.

Figure 3-6. Schematic for the Touch Button
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Table 3-6. Pin Map for the Touch Button

Signal Name MCU Pin

PA5_PTC_Y1 PA5

Status LEDs
The Secure AVR BLE loT Node field engagement board supports three status LEDs.

© 2017 Microchip Technology Inc.
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1. PWR LED: The power LED indicates the status of the MCU. The LED is lit when the MCU is active.
The initial state is ON.

2. Alarm LED: The Alarm LED blinks when the user taps the board. The initial state is OFF.

3. BLE LED: The BLE LED blinks once per 3 seconds when there is no active BLE connection. During
active BLE connection, the LED blinks twice per 1.5 seconds. The initial state is OFF.

The PWR LED and Alarm LED is controlled independently by two GPIOs on the microcontroller. The BLE
LED is controlled by the RN4871 module. For the detailed explanation of the BLE LED status, download
the RN4871 data sheet and User Guide documents available at the product page http://
www.microchip.com/wwwproducts/en/RN4871.

Figure 3-7. Status LEDs
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The detailed GPIO pin definition is shown in the table below.
Table 3-7. Pin Map for the LEDs

LEDs Name Signal Name MCU Pin BLE Module Pin

PWR LED PC1_LED_G
Alarm LED PC2_LED_R PC2 -
BLE LED BLE_LED B - PO_2

UPDI Programming Interface

Unified Program and Debug Interface (UPDI) is a Microchip proprietary interface for external
programming and on-chip debugging of a device.

The 2x5 connector for the interface is a 1.27mm pitch surface mount header.
Figure 3-8. UPDI Interface
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Table 3-8. Pin Map for ATtiny1617 UPDI Interface

GND 2 GND
PAO_UPDI 3 PAO
VCC 4 VCC

© 2017 Microchip Technology Inc. User Guide DS50002653A-page 11
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Firmware

ATtiny1617 Default Firmware

The ATtiny1617 device on the board comes preprogrammed with the firmware described in the Software
User Guide.

Firmware Programming
The default firmware is available in the zip and named 'ATtiny1617_Secure_ AVR_BLE_loT_Node.elf'.

The ATtiny1617 supports UPDI (Unified Program and Debug Interface), which is a Microchip proprietary
interface for external programming and on-chip debugging of a device. It is possible for the user to
reprogram the device using an Atmel-ICE or similar tool with UPDI support.

© 2017 Microchip Technology Inc. User Guide DS50002653A-page 12
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Figure 4-1. Connection of the Board and Programmer
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Note: The AVR port of the Atmel-ICE must be used for programming and debugging the ATtiny1617
device.

The programming interface of Atmel Studio is shown in the figure below:

© 2017 Microchip Technology Inc. User Guide DS50002653A-page 13
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Figure 4-2. Programming Interface in Atmel Studio
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RN4871 BLE Module Firmware

A default firmware V1.18.3 is preprogrammed in the RN4871 Bluetooth Low Energy 4.2 RF module. The
firmware for the RN4871 can be updated using a PC tool isupdate.exe over the USB port.

The latest RN4871 firmware images and isupdate.exe firmware load PC tool are available from the
product page at the http://www.microchip.com/wwwproducts/en/RN4871.

Firmware Programming
To update the firmware on the RN4871 follow the instructions below.

*  Download the firmware zip file from the product web page and extract the content. The firmware
images are included.

*  Download the firmware update tool zip file from the product web page and extract the content. It
contains the Isupdate.exe utility.

*  Short the 1pin and 2pin of the J201 connector using the 2.54mm jumper.

*  Connect the Secure AVR BLE loT Node board to the PC host using the USB to UART converter
cable.

© 2017 Microchip Technology Inc. User Guide DS50002653A-page 14
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Figure 4-3. Connection of the Board and USB to the UART Converter Cable
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*  Launch the Isupdate.exe application.
— Select the COM port used by the Secure AVR BLE IoT Node board

— Verify that the other settings (baudrate, memory type/subtype, address) are set as shown in
the figure below
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Figure 4-4. Isupdate.exe Firmware Update Utility
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*  Click the Connect button and verify that the “port connect — COMXxx” is displayed in the text box

»  Click the Browse button and load all images in the firmware zip file, then click the Update button.
Verify that the firmware update has completed successfully. The “End of Write Memory” message is
displayed in the text box.

RN4871 Bluetooth Module Configuration
A default configuration is preprogrammed in the RN4871 module.

There are two ways to send the configuration commands to RN4871 for Configuration. One is through the
ATtiny1617 on board, the default configuration firmware is available in the zip and named
'ATtiny1617_Secure_ AVR_BLE_loT_Node_BLE_Conf.elf'. Another is through the ASCII commands over
the USB.

After downloading the BLE module configuration firmware into ATtiny1617, wait until the Alarm LED is
turned ON to confirm the BLE module is configured successfully.

For detailed explanation of the RN4871 commands and specifications, download the RN4871 data sheet
and user guide documents available at the product page http://www.microchip.com/wwwproducts/en/
RN4871.
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The Microchip Web Site

Microchip provides online support via our web site at http://www.microchip.com/. This web site is used as
a means to make files and information easily available to customers. Accessible by using your favorite
Internet browser, the web site contains the following information:

*  Product Support — Data sheets and errata, application notes and sample programs, design
resources, user’s guides and hardware support documents, latest software releases and archived
software

* General Technical Support — Frequently Asked Questions (FAQ), technical support requests,
online discussion groups, Microchip consultant program member listing

* Business of Microchip — Product selector and ordering guides, latest Microchip press releases,
listing of seminars and events, listings of Microchip sales offices, distributors and factory
representatives

Customer Change Notification Service

Microchip’s customer notification service helps keep customers current on Microchip products.
Subscribers will receive e-mail notification whenever there are changes, updates, revisions or errata
related to a specified product family or development tool of interest.

To register, access the Microchip web site at http://www.microchip.com/. Under “Support”, click on
“Customer Change Notification” and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

*  Distributor or Representative

* Local Sales Office

»  Field Application Engineer (FAE)
*  Technical Support

Customers should contact their distributor, representative or Field Application Engineer (FAE) for support.
Local sales offices are also available to help customers. A listing of sales offices and locations is included
in the back of this document.

Technical support is available through the web site at: http://www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

*  Microchip products meet the specification contained in their particular Microchip Data Sheet.

*  Microchip believes that its family of products is one of the most secure families of its kind on the
market today, when used in the intended manner and under normal conditions.

*  There are dishonest and possibly illegal methods used to breach the code protection feature. All of
these methods, to our knowledge, require using the Microchip products in a manner outside the
operating specifications contained in Microchip’s Data Sheets. Most likely, the person doing so is
engaged in theft of intellectual property.

*  Microchip is willing to work with the customer who is concerned about the integrity of their code.

© 2017 Microchip Technology Inc. User Guide DS50002653A-page 18
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* Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their
code. Code protection does not mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the
code protection features of our products. Attempts to break Microchip’s code protection feature may be a
violation of the Digital Millennium Copyright Act. If such acts allow unauthorized access to your software
or other copyrighted work, you may have a right to sue for relief under that Act.
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